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•IPv4 addresses were exhausted in IANA on 2011

•RIR started exhausting…

•APNIC in 2011

•RIPE NCC in 2012

•LACNIC in 2014

•ARIN in 2015

•AFRINIC – projected 2018

source:	ipv4.potaroo.net	
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•By 2011 all major Operating systems were supporting IPv6

•In 2012, Internet Society in conjunction with many large companies 
and organizations, held World IPv6 Launch Day

•In Sri Lanka, IPv6 started way back in 2008 when SLT upgraded 
their core to support  their first IPv6 customer, LEARN.

source:	https://www.google.com/intl/en/ipv6/statistics.html
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source:	https://www.google.com/intl/en/ipv6/statistics.html

source:	APNIC
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IPv6 and LEARN
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• IPv6 peering with SLT since 2008-Oct.   

• LEARN obtained provider free IPv6 2401:DD00::/32 from APNIC.

• Peering with TEIN3 since 2010.

• All Hosted Services are currently on Dual Stack.

• Member institutes are provided with /48 subnets.

• All institutional access routers except for few are IPv6 enabled

• More info: 

• http://www.learn.ac.lk/ipv6



National Research and Education Network of Sri Lanka

Why is IPv6?
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•Deficiency of IPv4

•Address space exhaustion

•Aggregation-based address hierarchy
– Efficient backbone routing

•Efficient and Extensible IP datagram

•Stateless Address Auto configuration

•Security (IPsec mandatory)*

•Mobility

•Multicast

•Quality of Service
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What’s better in IPv6?
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•Larger address space

•Better header format

•New options

•Allowance for extension

•Support for resource allocation

•Support for more security

•Support for mobility
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IP Evolution
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Source:	Cisco.com
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128 – bit IPv6 Address
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3FFE:08EB:1F2F:0000:0000:0000:00A9:1432

8 groups of 16-bit hexadecimal numbers separated by “:”

3FFE:8EB:1F2F::A9:1432

:: = all zeros in one or more group of 16-bit hexadecimal numbers

For easy handling, leading zeros can be removed



National Research and Education Network of Sri Lanka

Number of IPv6 Address  2128
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340,282,366,920,938,463,463,374,607,431,770,000,000
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IPv4 Header vs IPv6 Header 
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40
bytes

20
bytes

IPv4

IPv6

0 15 16 31

vers     hlen         TOS                    total length

identification              flags            flag-offset

TTL           protocol          header checksum

source address

destination address

options and padding

vers       traffic class                   flow-label

payload length           next header       hop limit

source address

destination address

Removed (6)
• ID, flags, flag offset
• TOS, hlen
• header checksum

Changed (3)

Added (2)

Expanded

• total length => payload
• protocol => next header
• TTL => hop limit

• traffic class
• flow label

• address 32 to 128 bits
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Connection Methods
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Source:	NTT	America
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IPv6 Address Types
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Unicast

• Identifies	a	single	node,	and	traffic	destined	to	a	unicast	address	is	
forwarded	to	a	single	node.

Multicast

• Identifies	a	group	of	nodes,	and	traffic	destined	to	a	multicast	address	is	
forwarded	to	all	the	nodes	in	the	group.

Anycast

• Identifies a group of nodes, and traffic destined to an anycast address 
is forwarded to the nearest node in the group.

NO
Broadcast
Address



National Research and Education Network of Sri Lanka

IPv6 Address Allocation
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Special Addresses
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Source:	Wikipedia
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Special Addresses
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Source:	Wikipedia
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IPv6 ISO Address Allocation Format
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2001 0410

ISP prefix

Site prefix

Subnet prefix

/32 /48 /64

Registry

/23

Interface	ID

Eg:
LEARN Address Space -- 2401:DD00:0000:0000:0000:0000:0000:0000/32

UoK Address Space     -- 2401:DD00:0020:0000:0000:0000:0000:0000/48  
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Defining Interface ID
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• Associate layer 2 address in the Extended Unique Identifier (EUI-64).
For the interface ID portion of the network, the seventh high-order bit of 

the EUI-64 format defines a local scope when set to 0 and a global scope 
(globally unique) when set to 1.

• Auto-generate a random address as defined in RFC 3041.
This mechanism was developed basically to limit the exposure of a 

globally reachable address and to increase privacy 

• via DHCPv6.

• Manual configuration.

• Cryptographically generated addresses (CGAs) based on RFC 3972
This is done through a hash that includes a public key. This method of 

generating an interface ID provides added security and enables address 
authentication.
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Extended Unique Identifier ( EUI – 64 )
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Link-Local Address
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• Meaningful only in a single link zone, and may be re-used on other links

•Link-local addresses for use during auto-configuration and when no 
routers are present

•Required for Neighbor Discovery process, normally automatically 
configured

•An IPv6 router never forwards link-local traffic beyond the link

•Prefix= FE80::/64
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ICMPv6
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• An integral part of IPv6 and MUST be fully implement by every IPv6 
node (RFC 2463)

•Next Header value= 58

•Report delivery or forwarding errors

•Provide simple echo service for troubleshooting

•Neighbor Discovery (ND): 5 ICMP messages

•Multicast Listener Discovery (MLD): 3 ICMP messages
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ICMPv6
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•



National Research and Education Network of Sri Lanka

Address Auto-Configuration – SLAAC
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•SLAAC – Stateless Address Auto Configuration

• No Need of DHCP Server

•Step1 : A newly connected device will send an ICMPv6 Router 
Solicitation(133) to the network requesting network prefix from Routers.

•Step 2: Router will reply with a Router Advertisement(134) containing 
required details

•Step 3: New host will generate its Global Unicast Address using prefix 
sent and the Interface ID generated using EUI-64 or Random. 
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Address Auto-Configuration – SLAAC
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To all IPv6 Routers, I need IPv6 Information RS	-133

RA	- 134

To: Dst- FF02::2 (All Routers)
From: Src- FF80::FE99:47FF:FE75:E0C3 (Link-Local)

To: Dst- FF02::1 (All Devices)
From: Src- FF80::1(Link-Local)
Prefix- 2401:DD00:6::
Prefix Length- /64

To all IPv6 Devices, Here are my Details

Prefix- 2401:DD00:6::
Prefix Length- /64
Default Gateway - FF80::1
GUA - 2401:DD00:6:: + Interface ID

EUI64 – 2401:DD00:6:FE99:47FF:FE75:E0C3
Random – 2401:DD00:6:73BA:98CA:CB06:A4F5
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Duplicate Address Detection - DAD
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•Since SLACC and Link Local addresses are configured automatically 
and no inventory like DHCP is recording the usage we need to confirm 
that the selected address is unique.

•Step1 : Neighbor Solicitation (NS) is sent to own solicited node Multicast 
address

•Step 2: If the new address is already in use, a Neighbor Advertisement 
is received through the multicast group FF02::1, if the NS gets timed out 
then the selected address will be marked as unique and it will be 
selected as the address
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Duplicate Address Detection - DAD
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To selected IPv6 address, Are you there???? NS	-135

NA	- 136

To: Dst- Tentative Address (selected)
From: Src- ::

To: Dst- FF02::1 (All Devices)
From: Src- Selected Address

To all IPv6 Devices, Hi! I’m here

Tentative Address is Selected as Unique Address
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Address Auto Configuration – DHCPv6
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•Statefull Configuration

•Problem w/ stateless: Anyone can connect 

•Stateless auto-configuration only configures addresses; not “other 
configuration” information (DNS servers, domain search list, ...) 

•Stateless auto-configuration is “one-size fits all” Addresses can not be 
selectively assigned

•Policies can not be enforced about clients allowed addresses 

•So routers ask the new system to go DHCP server (by setting managed 
configuration bit) 

•System multicasts to "All DHCP servers" 

•DHCP server assigns an address
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Neighbor Discovery Protocol - ND
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•Node (Hosts and Routers) use ND to determinate the link-layer 
addresses for neighbors known to reside on attached links and quick 
purge cached valued that become invalid

•Hosts also use ND to find neighboring router that willing to forward 
packets on their behalf

•Nodes use the protocol to actively keep track of which neighbors are 
reachable and which are not, and to detect changed link-layer addresses

•Replace ARP, ICMP Router Discovery, and ICMP Redirect used in IPv4
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Dear B, What is your Link-Layer Address? My one is attached NS	-135

NA	- 136

To: Dst- Solicited-node multicast of B
From: Src- A
Data- Link Layer Address of A

To: Dst- A
From: Src- B
Data- Link Layer address of B

Dear A, This is my Link-Layer Address

Neighbor Discovery Protocol - ND

AB
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Embedding IPv6 in to 
Campus Network Design
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Executive Steps
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• Check whether your devices are IPv6 enabled
Today all new OS / HW are IPv6 Capable, please check with your 
vendors.

• Get your IPv6 range from LEARN (if haven’t already)

• Create a suitable subnet plan which matches your existing topology 
Try to stick with Dual Stack environment

• First configure Core network at your institute with ipv6

• Verify connectivity with Outside

• Configure internally hosted Servers ( specially any DNS servers)

• Configure internal vlans

• Confirm End User Connectivity
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Campus Network Subnets
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• Assume the IP range provided by LEARN as  2401:DD00:SSSS::/48 
(where SSSS can be any pre-defined 0-9,A-F characters)

• Subnetting 2401:DD00:SSSS::/48 into /64s gives 65536 subnets, 
that is a huge range.

• We will divide /48 into small aggregated units which can be 
distributed among Faculties, Buildings or Core devices.

• As a standard lets take 2401:DD00:SSSS:XXYY:: where XX 
represents a Core unit and YY represents a sub unit within that 
core.

• Then there are 256 /56 when we change XX, and each XX will 
contain another 256 /64’s

•Eg: XX can be Faculties and YY can be departments in it.
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Campus Network Subnets
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• Example Subnet

Faculty	/	Aggregation Department Vlan Allocation

Faculty	1
2401:DD00:SSSS:1000::/52

Dept 1 10 2401:DD00:SSSS:1110::/64

Dept 2
2401:DD00:SSSS:1200::/56

20 2401:DD00:SSSS:1220::/64

21 2401:DD00:SSSS:1221::/64

Faculty	2
2401:DD00:SSSS:2000::/52

Dept 3 30 2401:DD00:SSSS:2330::/64

Dept 4 40 2401:DD00:SSSS:2440::/64

Faculty 3
2401:DD00:SSSS:3000::/52

Dept 5 50 2401:DD00:SSSS:3550::/64

Dept 6 60 2401:DD00:SSSS:3660::/64

Faculty	4
2401:DD00:SSSS:4000::/52

Dept 7 70 2401:DD00:SSSS:4770::/64

Dept 8 80 2401:DD00:SSSS:4880::/64

Core	Network 2401:DD00:SSSS:0000::/64 to	2401:DD00:SSSS:00FF::/64
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Campus Network Design
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• Always try to assign easy numbers that can be easily remembered

• Keep :ffff of last 4 nibbles for the gateway/vlan interfaces

• Remember to configure DNS otherwise your network will get slow.

• We still have time to go for Native IPv6 therefore master on Dual Stack
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Questions

Lanka Education and Research Network
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Thank You

Thilina Pathirana/UoK

Email: thilina@kln.ac.lk

Lanka Education and Research Network
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