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Introduction

• University of Jaffna 
• 11 Faculties (Five different locations)

• 11 Centers & Units

• The Network Infrastructure
• Servers

• Firewall

• Core Switch, Distribution Switch, Access Switch

• Wireless AP 

• IP Phone
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Size of the Network

• Firewall - 02

• Core Switch - 02

• Distribution Switches - 11

• Access Switches
• Main Premises - 120

• Management Studies & Commerce - 10

• Killinochchi Premises - 20

• RAFA - 2

• Siddha Medicine - 3

• Wireless AP - 130

• Data Points ~ 5000

• No of Users ~ 15000
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UoJ Bandwidth
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Bandwidth (500M) – Main 
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Bandwidth(400M) – Engineering 
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Bandwidth(200M) – Management
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Bandwidth(40M) – Technology
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Bandwidth(20M) – Siddha Medicine
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Bandwidth(20M) – SPRFPVA
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Bandwidth
Locations Primary(Mbps) Backup(Mbps)

Main 500 100

Engineering 400 100

Management 200

Technology 40

Siddha Medicine 20

SPRFPVA 20

Total 1180 200
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Network Topology
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Structure of the Network 

Fiber optic backbone architecture (Tree Topology)

Campus Network (Star Topology)14/12/2023 14



Bandwidth Load Balancing 
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Data Center

Physical Server - 27
45 VM Applications - Operating Systems: Centos 7, 
Ubuntu Server, Debian and Windows Server
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Firewall and Security

● Using the Next-Generation Firewall 
(Fortigate 201F)

● NAT

● Policy to Access to Servers/Switch with in LAN 

● VPN based login to SSH Access to Servers
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Power Supply - NOC

● Our Server room power supply has 3 phase supply line
together with UPS (4 x 10kVA) protection for sudden power
failures. And also we have generator backup and power
supply to provide the service to maintain the continuous
services.
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VLAN

• Staff

• Student

• Wi-Fi

• Management

• Voice
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Services
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Web Servers

• Main website:- https://www.jfn.ac.lk

• Each Faculty and Department maintains their own website.
• CMS – Wordpress

• e.g. https://www.sci.jfn.ac.lk.

• All the website are enable SSL certificate. 
• Lets Encrypts 
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LMS

• University of Jaffna’s Learning 
Management Systems are based on 
the Moodle Platform 

• Students access course 
contents/materials through LMS.

• https://lms.jfn.ac.lk

• https://mclms.jfn.ac.lk

• https://odlms.jfn.ac.lk

• https://bbmlms.maco.jfn.ac.lk

Microsoft Azure SSO
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IAM Services

• IDP - Shibboleth IdP v4
• We are upgraded Shibboleth IdP v4 and 

LDAP on 27th April 2023.

• IDB – Open LDAP 

• IRS – FreeRedius
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Password Management Portal
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Cloud Services

• Google for Education (G Suite)

• Microsoft Azure (A1)
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Wireless 

• 100+ Access Point (Aruba)  

• 5000+ wireless devices. 
(Range 10.X.Y.Z/20)

• Uses WPA2/AES with PEAP 
for extended security in 
eduroam

• DHCP 

• eduroam
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VoIP

• Cisco Call Manager

• Around 250 Phones
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VPN 

• Main – Engineering 

• Main – Management
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Library Services

• Online Public Access Catalogue (Koha) to search Books and 
Materials in the Library Network.

• libcat.lib.jfn.ac.lk

• The portal for Research Collection (DSpace), the Journals, 
Articles, Conference Proceeding and Various Publications done 
by the University Staff.

• repo.lib.jfn.ac.lk/ujrr/

• The Shibboleth Quick Access to E-Journals, E-Database and E-
Books

• Emerald

• Oxford Academic Collection

• Taylor & Francis
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MyUoJ Apps

• Runs on Containers (Docker)
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Monitoring 

• Network Devices -
Observium 

• Server Room –
Sensor based
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Future Development Plans

• Expanding the network to new buildings
• Faculty of Medicine

• Faculty of Management Studies and Commerce

• RAFA

• Siddha Medicine

• Upgrade the Bandwidth to the Faculty of Technology

• Students related services connected to SSO

• Extend the Network to Hostels

• Upgrade the backbone to 10G
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Challenges 

• Access Switch – 100 Mbps

• Power Failure

• Automatic Backup

• Budget Allocation 

• Device Failure
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Thank you
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