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Background 

• Faculty of Medicine, University of Kelaniya is located at 

Ragama close to North Colombo Teaching Hospital.
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Capacity 

• Over 500 Concurrent users

• Over 1500 users

• Internet bandwidth 112.5Mbps

• Connected to Learn with 150Mbps
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Bandwidth plan (Priority) 

• VLAN 

• User category

• Application 

• Time of the day
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Local servers

• AD

• DNS

• DHCP

Public servers

• LMS

• Redcap

• OPAC (Koha)

• Backup DNS
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What we have done 

• Site to Site VPN

• Eduroam

• Core network – IPV4/IPV6 dualstack

• Shibboleth 
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Site to Site VPN
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Eduroam
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IP allocation

• Our total allocation 2401:dd00:21::/48 

• WAN side  2401:dd00:21:0::/64

• Router LAN side 2401:dd00:21::ffff/64

• Firewall WAN interface 2401:dd00:21::ffff/64

• DMZ side 2401:dd00:21:ffff::/64

• Firewall interface 2401:dd00:21:ffff::ffff/64
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IP Allocation for Distribution switches
Vlan description old ID New ID Interface IP range

VlanOne 1 1 2401:dd00:21:1001::/64 2401:dd00:21:1001::ffff/64

SERVER_RM 2 2 2401:dd00:21:1002::/64 2401:dd00:21:1002::ffff/64

ANATOMY 168 101 2401:dd00:21:1101::/64 2401:dd00:21:1101::ffff/64

AR_OFFICE 80 102 2401:dd00:21:1102::/64 2401:dd00:21:1102::ffff/64

AUDIO_VISUAL 69 103 2401:dd00:21:1103::/64 2401:dd00:21:1103::ffff/64

BIO_CHEM 169 104 2401:dd00:21:1104::/64 2401:dd00:21:1104::ffff/64

CCTV 18 105 2401:dd00:21:1105::/64 2401:dd00:21:1105::ffff/64

CC_LAB2 120 106 2401:dd00:21:1106::/64 2401:dd00:21:1106::ffff/64

COMPUTERC_LAB1_LEFT 112 107 2401:dd00:21:1107::/64 2401:dd00:21:1107::ffff/64

DDS 144 108 2401:dd00:21:1108::/64 2401:dd00:21:1108::ffff/64

DIGITAL_LAB 160 109 2401:dd00:21:1109::/64 2401:dd00:21:1109::ffff/64

ENGLISH_UNIT 161 110 2401:dd00:21:1110::/64 2401:dd00:21:1110::ffff/64

FM 34 111 2401:dd00:21:1111::/64 2401:dd00:21:1111::ffff/64

FORENSIC 50 112 2401:dd00:21:1112::/64 2401:dd00:21:1112::ffff/64

GYN_OBS 81 113 2401:dd00:21:1113::/64 2401:dd00:21:1113::ffff/64

High_Band 240 114 2401:dd00:21:1114::/64 2401:dd00:21:1114::ffff/64

LECTURE_HALL_AUDITORIUM 115 115 2401:dd00:21:1115::/64 2401:dd00:21:1115::ffff/64

LIBRARY 113 116 2401:dd00:21:1116::/64 2401:dd00:21:1116::ffff/64

LOW_BAND 241 117 2401:dd00:21:1117::/64 2401:dd00:21:1117::ffff/64

MEC 64 118 2401:dd00:21:1118::/64 2401:dd00:21:1118::ffff/64

MEDICINE 21 119 2401:dd00:21:1119::/64 2401:dd00:21:1119::ffff/64

MFAC_WIFI 10 120 2401:dd00:21:1120::/64 2401:dd00:21:1120::ffff/64

MICRO 33 121 2401:dd00:21:1121::/64 2401:dd00:21:1121::ffff/64

MMU 128 122 2401:dd00:21:1122::/64 2401:dd00:21:1122::ffff/64

PARASIT 48 123 2401:dd00:21:1123::/64 2401:dd00:21:1123::ffff/64

PATHOLOGY 49 124 2401:dd00:21:1124::/64 2401:dd00:21:1124::ffff/64

PEAD 17 125 2401:dd00:21:1125::/64 2401:dd00:21:1125::ffff/64

PHARM 32 126 2401:dd00:21:1126::/64 2401:dd00:21:1126::ffff/64

PHYSIOLOGY 170 127 2401:dd00:21:1127::/64 2401:dd00:21:1127::ffff/64

PSY 16 128 2401:dd00:21:1128::/64 2401:dd00:21:1128::ffff/64

PUBLIC_HEALTH 65 129 2401:dd00:21:1129::/64 2401:dd00:21:1129::ffff/64

SURGERY 20 130 2401:dd00:21:1130::/64 2401:dd00:21:1130::ffff/64

TROPICAL 114 131 2401:dd00:21:1131::/64 2401:dd00:21:1131::ffff/64

WIFI_MANAGEMENT 12 132 2401:dd00:21:1132::/64 2401:dd00:21:1132::ffff/64

Stores 66 133 2401:dd00:21:1133::/64 2401:dd00:21:1133::ffff/64
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Advantages

• Efficient security (can use separate IPs for different 

purposes

• Direct access without using vpn

• No need any Natting
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Limiting factors for me

• Remote access issues

• Convince top management

• Compatibility issues with some of the devices

• Difficulty of managing ACL rules

• Unidentified issues
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Installation and Maintenance of Identity 
Management System with respect to 
eduperson schema

• Installation of Shibboleth as Identity Provider 

• https://idp.medicine.kln.ac.lk/idp/shibboleth
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Installation and Maintenance of Identity 
Management System with respect to 
eduperson schema
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Future expansion

• Extend NW to 

• Hostel premises

• Hospital

• Transfer some of the services to cloud
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Thank You!


