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Campus Network




UoK Network

Overview of the
current Campus network setup




* Main ILL (Internet Leased Line): 1600 Mbps (1.6 Gbps)

e Backup ILL (Internet Leased Line): 200 Mbps

* Two separate Connections for Computing Faculty (100 Mbps) and
Medical Faculty (300 Mbps)

Monthly (1 Hour Average)
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e Palo Alto 5220 NGFW

-
* Imperva V4500 WAF a

* A10 Thunder 940 GSLB/ADC Load Balancer
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* We have 3 Server Rooms (within the Dalugama Premises)

* Main ICTC Center Server Room
* Administration Building Server Room
* New ICTC Center Server Room

* Disaster Recovery Site (Faculty of Medicine)
* Maintaining Servers up to 150 (including VMs)
* Wireless Access points: More than 500 (Including Hostels)

* Providing services to more than 20000 Users

* Including Employees, Undergraduates, Postgraduates, Diploma
level and Certificate level students

* Concurrent users 4500 to 5000




External Hostel Map
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Seewali Girls Hostel (UoK)

Soma Guna Mahal (SGM) Hostel (UoK)
Koholvila Science Faculty Boys Hostel (UoK)
Bulugaha Girls Hostel (UoK)

Mahara Boys Hostel (UoK)

Pannarama Boys Hostel (Uok)

C.W.W. Kannangara Boys Hostel (UoK)
Nurses Training Road Girls Hostel (UoK)
Wewelduwa Girls Hostel

Lakmadura Girls Hostel

A7 P2P link Base Station UoK

Admin Server Room UoK
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* Monitoring
* LibreNMS, Zabbix

* Separate monitoring portals for Wi-Fi Networks
e Cisco, Unifi, Aruba, Extreme

. URTFi Network e el

clsco Cisco 5500 Series Wireless Controller Q AP or Client Search Advanced L

Attention

NETWORK SUMMARY

Wireless Networks Access Points Active Clients Rogues Interferers
2 4GHz 1070 APs 188 2 4GHz 583
3 5GHz 430 ien 4 )
ACCESS POINTS EE x TOP WLANS e
~ Clients Usage vy v Through.. v SSIDs ~ Mo of Glients ~  Usage ~
inAP_LIB_2_RAP 31 439.6 GB 40.3 Mbps K WiFi B
inAP-PH2_SFDean 26 410.4 GB 1.8 Mbps FCT_WiFi 99 2769 GB
SenateRoom_n B 9.4 Mbps
4 Bhikkhu-MAP-L 4 86.2 GB 8.5 kbps
inAP-PH2_CHEM 45 42.3 GB bps
iNAP_MBA_Accou B kbps




Systems & Services




* Learning Management Systems — LMS
We have

Ekel.kln.ac.lk

Eval.kln.ac.lk (for online Exam)
Dplms.kln.ac.lk

Pglms.kln.ac.lk

Cdcelms.kln.ac.lk
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Pgiarlms.kin.ac.lk



https://ict.kln.ac.lk/index.php/e-gates

* Provide Internet facility via LAN and Wireless technologies -
3 SSID's:

* Kelani_WiFi / Eduroam / FCT_WiFi

* Email Services (Cloud based):
* For Staff: Google Platform
* For Students: Microsoft Platform

* Helpdesk Service via Ticketing system
* HRIS, Payment Gateway, Registration systems, etc...

* Furthermore: VPN, 0365, Zoom, Azure, etc... More Services



https://ict.kln.ac.lk/index.php/services

* Provides a central authentication system for IT services.

* Only uses 1 username and Password.

* Provides SSO for Zoom, Library Past Papers, and Journals
accessing services.

* Provides Self Service Password Management system for
Password management. SSPR



https://sspr.kln.ac.lk/

— Password Policy @de3¢e e353e35i5ics

The new password should according to the following,
%8 §d=ac vmm wemxl 883 Ha gma,

« Minimum 10 characters
2808 Dmens! auiad 10

« Not contain the user's account name or parts of the user's full name that exceed two consecutive characters
=88 nedd Om em #nd scmmd D8 eand 88emmied wdxdet med emded dx 99 gm Pd eemmO B8 38w 621156 .

« Contain characters from three of the following four categories:
BN Eeds meds) mmeds! n®Es gied #ilew D GHG:
1. English uppercase characters (A through Z)
@odid BRIz 2epy (A 80 Z azléh)
2_English lowercase characters (a through z)
@odjed 28 Hrpdy (3 80 z 22358h)
3. Numbers (0 through 9)
oz (0 280 9 2z5080)
4. Non-alphabetic characters (for example, |, 5, # %)
#2508 6B Arlad (parmdancsss ez |, 5, # %)
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Ongoing and Future
implementations




* Improve the Wi-Fi access experience in the entire university.

* Replace the Core switches with high availability aspect and SD-
WAN technologies.

* Continue the rest of the Fiber Ring project.

e Continue and Improve the IT roadmap.

* Bring our Private cloud platform into the Live usage level.
* New domain name: uok.lk

* End point protections




Challenges and
Requirements




* Need more Budgets for maintaining and future
implementation.

* Technical People are leaving and don't allow for new
recruitments.

* Hackers are targeting on University system to steal some
data for some reasons and need more security on that.




Updates of Faculty of Medicine,
University of Kelaniya




Faculty Network

* Faculty of Medicine, University of Kelaniya is located at Ragama close to
North Colombo Teaching Hospital.

* Connected to Kelaniya main university through site to site VPN

* Maintaining Servers around 10 (including VMs)

* Wireless Access points: More than 150 (Including Hostels)




aculty Network Diagram
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Capacity

* Over 800 Concurrent users
 Over 1500 users
* Internet bandwidth 300Mbps +100Mbps

* Provide Internet facility via LAN and Wireless technologies 2

SSID's:
e Kelani_WiFi / Eduroam




Faculty Wi-Fi Map
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* Main ILL (Internet Leased Line): 300 Mbps
* Backup ILL (Internet Leased Line): 100 Mbps

Hourly (1 Minute Average)

$

300 M b — = = = = = e e e — o o - — — — — —

e e e o o o

200 M

100 M

bits per second

¢ 16:00 17:00 18:00 19:00

B Inbound Current 232.03M Average 248.58M Maximum 302.76M

B Inbound link/traffic congestion

O Outbound Current 25.11M Average 26.78M Maximum 112.13M

A Subscribed LEARN bandwidth 300M

A Recommended traffic level 75%(25% spare) for high performance 225M
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Computer labs

* Computer lab 1
* Computer Lab 2
* Virtual Lab (Anatomy Department)




Hostel Wi-Fi

aruvba MFAC_VC Q 2 e = Networks @ Access Points D Clients
lnl Dashboard Access Points (126) 2 1 2 6 8 9 8
Overview Radio 0 Radio 1 Radio 2 —
Name IP Addres: Mode Clients Type  Channe Power Utilizatior Noise Channe Power Utilizatior Noise Channe Power Utilizat Acti\.re |nactive Up D()wn Wireless Wired
Networks B1-301VGy 17218 acce.. 0 303(.. 36 18 dBn 0% -96 dE 1 9 dBm 16% -96 dE - - - 2 0 ™ 126 40 898 0

Access Points C7-110 172.18.... acce.. 7 303(.. 40 18 dBn 0% -96 dE6 6 dBm 40% -96 dE - - -
C8-314 17218.... acce... 3 303(... 48 18 dBn 1% -96 dE1 6 dBm 34% -96 dE - - -
Clients i
Ce-208 17218 acce.. 3 303(. 52 18dBn1%  -950E11  §dBm 30% -9 dE- - - Dashboard IDS  AirGroup 21 Alerts
Mesh Devices B4-2F-L... 17218... acce... 4 303(... 56 18 dBn 1% -96 dE 11 9dBm 31% -96 dE - - -
DE-007 17218.... acce... O 303(... 100 18 dBn 1% -96 dE1 9dBm 8% -96 dE - - - Cl t
ﬁ Configuration C8-004 17216.... acce... 4 303(... 104 18 dBn 0% -96 dE1 6 dBm 30% -96 dE - - - lents
C8-322 17216.... acce... & 303(... 12 18 dBn 0% -96 dE 11 9dBm 19% -96 dE - - -
4 Maintenance 1000
Overview Client Maich  AppRF
>_ Support
Info
Name B1-301VC IPV6 Address ~ — 500
IP Address 172.18.11.65 Serial number CNL2ZKITSZ0
Mode access CPU utilization 4%
Spectrum Disabled Memory free 172 MB 0
Tvpe 303(indoor) MAC ccidd:83:cd:ds3c

05:54 05:56 05:58
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Local servers Public servers

* AD Replica * Web Server
* Local DNS » Redcap
* DHCP

* Cafe Billing System
 Web server

- OPAC (Koha)
* SIS

* LMS




PfSense Firewall




Site to site vpn

IPsec @enco (in) @ enco (out)

40M

20M

0.0

-20M

33:54 34:10 35:00 35:57
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SLTWAN @wan (in}  @wan (out) WAN
« Bandwidth

50M

» Utilization

-50M

-100M

@ wan (in)

@vwan {out)

rFe0

150M
100M
50M
0.0
42:30 43:08

44:23 45:00 4550 46:23 41:07 41:40
LAN @ian(in) @ lan (out} LAN @®an(in) ®lan (out)
0.0
-50M
. -100M
-150M
-200M
44:23 45:00 4550 46:23 41:07 41:40 4230 43:08
IPsec @enchd (in) @ encl (out) DIALOG @opt1 (in) @ opt1 (out)

100M

50M

0.0

-50M

-100M

44:23 4500 4550 46:23 4107 41:40




Top applicatiom protocols

s

3.3%

- 4
4%: fh%%?datel
GoogleSermvices |

5.1%
TikTok .

5 6%
Microsoft -

5.6% -
YhatsAppFiles

6.0% -
Facebook
73% " " 18.6%
LInknown TLS
11.1%
YouTube

UNIVERSITY OF
WA KELANIYA



IPV6 implementation

*FoM, UoK  was allocated a /48 subnet
(2401:dd00:20::/48)

* Core Network is currently in IPv6




Test your IPv6 connectivity.

Summary Tests Run  Share Results / Contact \ Other IPv6 Sites

| For the Help Desk

0 Your IPv4 address on the public Internet appears to be 192.248.26.13

o Your IPv6 address on the public Internet appears to be 2401:dd00:21:1002::7
o Your Internet Service Provider (ISP) appears to be LEARN-LK Lanka Education & Research Network, NREN

o Since you have IPv6, we are including a tab that shows how well you can reach other IPv6 sites. imore infol

0 Your DNS server (possibly run by your ISP) appears to have IPv6 Internet access.

Your readiness score

1 O/ 1 O for your IPv6 stability and readiness, when publishers are forced to go IPv6 only

Click to see Test Data

This instance of test-ipv6.com is provided by HostVirtual

UNIVERSITY OF
WK KELANIYA -



Network monitoring system
LibreNMS




Core Switch- Current utilization

B8 cisco NX-OS(tm) nx0s.7.0.3.17.3.bin, Software (nxos), Version 7.0(3)I7(3), RELEASE SOFTWARE Copyright (c) 2002-2016 by Cisco Q Processors
Systems, Inc. Compiled 2/12/2018 13:00:00
S 100
tem Name uok_mfac_core :
» i - | 172.18.1.254 - CPU usage i
Resolved IP 172.18.1.254 | .
80 | 00 S
Hardware N9K-C93180YC-EX | ol E
Operating System Cisco NX-OS 7.0(3)I7(3) (i J & ;
Serial FDO223321T7 s ; - '
26
Object ID 136.14.1.9.12.313.1812 ;2 Z
Wed 12:00 Thu 00:00
Device Added 2 years 10 months 2 weeks 2 days 11 hours 11 minutes 48 seconds ago 40 i 2
Last Discovered 4 days 20 hours 57 minutes 27 seconds ago 30 | »
a8
Uptime 3 weeks 1 day 22 hours 49 minutes 40 seconds 20 ]. -
10 1’ @
@B Device Group Membershi 0 3
evice Group Membership ved 12:00 Wed 15:00 .
| @1 Dec @3 Dec 85 Dec
Switches
Module-1 48x10/25G + 6x40/100G Ethemet 108 4
|
Module a8 |
8 overall Tratfic 60 |
a |
IX Memory » |
| & S E
— Novesber 2023 [&
| [z
26 T 4
206 | e I
186 | e E
16 6 | a0 ‘:
146 = = s F
126 gnn a1-01 2023-07.01
106 y v
86
66
46
Wed 12:00 Vied 15:00 Wed 18:00 Wed 21:00 Thu 00:00 Thu €3:00 Thu 06:00 Thu 09:00 26
@ 103 ® 67 @s @0 ? Wed 12:00 Wed 15:00 Wed 18:00 Wed 21:00 Thu 00:00 Thu 03:00 Thu 06:00 Thu 09:00
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Devices

Availability map for only devices v

Tota hosts (D

alialn @ oown | = m — m e — m =3 foomn | =
cisco == * * ' == =] =] ] =] =)
-8 ' -8 —— |~—18 -8 -8 .
172.18.1.1 17218111 172.181.16 172.18.1.2 172.18.1.209 17218121 172.18.1.210 B4 Bulding Hostel 172181212 J _C1 Buiding
= o —] — —] == m =3 — Tt altaln altaln i
o] o] ] P pee] ] pore] cisco cisco
3 4 — 4 - 5 5§ =1
85 Building Hostel CB Buding hostel C7 Building Hostel DS Building Hostel D6 Building Hostel D12 Buiiding Hostel D16 Bulicing Hostel 172.18.1.252 172.18.1.253 172.18.1.254
== - = Q i ' " L e = =i | o —
e ] ) poe] ] o] o] -]
o 8 R |5 8 -~ 5 <=3
1721813 172.18.14 172.181.41 1721815 172.18.16 17218179 1721818 17218184 17218185 17218186
v L | —] m — mm [ alaln m altaln m il m Il i aruba o
E ‘m ’:;':. cisco cIsco cisco cisco cisco =
172.18.1.87 172.18.19 17218191 17218193 17218194 17218195 17218.196 17218.197 172.18.11.10
©=n m | m m ©=n
A of &= 4 || @ A @
172.18.1139 172.18.121.21 172.182.11 172.18.2.12 17218215 17218.2.16 17218217 172.18.2.18 172.18.2.20
= m w
a ) S | a a
172.182.21 1721823 172.182.32 17218233 17218238 172.18.2.4 1721826 1721828
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Core switch port wise utilization

® Ethernetl/2 Detault — 690.4 kbps 1 Gbps Ethernet 00:b7:71:74:€5:99 + 26 on C8 Bulding hostel
Ethernet1/2 =<  — 1053 Mbps fullDuplex = MTU 1500
4 323 pps VLANs: 45
~+ 1.98 Kipps
® Ethernetl/3 Detault Y 4 1.74 Mbps 1 Gbps Ethemet 00:b7:71:74:65:9a
EthernetLs3 = —39.76 Mbps fullDuplex : MTU 1500
= 2.4 Kipps VLANSs: 45
~+ 4.83 Kipps
@ Ethernetl/4 Default 4 65.11 kbps 1 Gbps Ethernet 00:b7:71:74:€5:9b <+ ge-0/1/0.0 on 172.18.1.6
Etherneti/4 = —» 931,52 kbps fullD - MTU 1500
4 34 pps VLANSs: 45
—+ 110 pps
@ Ethernetl/5 Default 4~ 257 Mbps 1 Gbps Ethernet 00:b7:71:74:€5:9¢ + 24 gigabit - level on 172.18.1.8
Etherneti/s ————  —»24.48 Mbps fullDuplex : MTU 1500 + ge-0/10.0 on 172.18.1.5
4 885 pps VLANSs: 45
-+ 2.32 Kipps
@ Ethernetl/6 Default o= & 207.87 Mbps 1 Gbps Ethernet 00:b7:71:74:e5:9d 4 25 0n 172.18.1.3
Ethern iﬁ = 31.72 Mbps fullDuplex ¥ 1500 + 24 gigabit - level on 172.18.1.11
4— 23.06 Kipps VLANSs: 45
=+ 9.36 Kipps
® Ethernetl/7 Default 4 10.06 Mbps 1 Gbps Ethernet 00:b7:71:74:¢5:9e + Gi1/0/26 on 172.18.1.252
Ethernetl/7 = 1.62 Mbps fullDuplex - MTU 1500
4= 1.19 Kipps VLANSs: 45
-~ 767 pps
® Ethernetl/8 Default 4= 10.52 Mbps 1 Gbps Ethemet 00:b7:71:74:05:91
Ethernet ——mp————F = 10.24 Mbps fullDuplex : MTU 1500
4 1.61 Kipps VLANSs: 45
-+ 2.18 Kipps
% Ethernetl/9 Default «— 391,33 kbps 1 Gbps Ethernet 00:b7:71:74:e5:a0 + Gi0/25 on 172.18.1.93
Ethernetl/9 — = 4.74 Mbps fullDuplex - MTU 1500

4— 228 pps VLANSs: 45

+ 575 pps

UNIVERSITY OF
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UK

Wi-Fi AP utilization
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Wed 12:00

CCOffice VC [CNNOKPPYY7]
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Main Audl [CNN3KPPLWR]
MainAud2 [CNN3KPPLWQ]
CCLab2 [CNLCKPP704]
6cic4:9f:cd:03:30 [CNN7KPPD1R]

CCO03 [CNMMK9T39S]
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Ongoing and Future implementations

* Replacing existing Wi-Fi system in the faculty.

* Finding a solution for sustainable infrastruture




Challenges & Requirements

* Lightening

* Firewall

e Staff

 Attitudes

* Reluctance to adopt new technologies

* Methodology to share knowledge among us




KELANIYA

Thank you
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