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LINE-UP

UoM Divisions and Staff

15 Permenant employers and 2 contract
employers. With 4 main operational sub
divisions

NoC Services

Self hosted It services to education and
administrative for Staff and Students.

Internet and Cloud Services

Interconnecting the departments and divisions.

Providing cloud-based services

Network Monitoring

Includes monitoring, management, and
maintenance of an organization's IT
infrastructure.

Challenges and opportunities

Evolving threats and system complexity but
offers opportunities for enhanced efficiency and
cybersecurity innovation.
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hosted on prem with active spam

Both server and client services
filtering.
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Sec. Used as a recursive DNS and

On prem DNS Services with DNS
have hosted multiple zones.
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Inhouse hosted library management
system including a digital repository

system, and a
portfolio management system.

éé Library Management
Systems.
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LDAP based user authentication and

Active Directory based device

authentication.

éé Single sign-on.
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Inhouse Web based Document

Management system.

66 e Sharing.
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File Sharing. =

Email.

DNS.

LMS.
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Library M3 g
LDAP/AD.
VPN. g

Hardware and software-based
telephony system.
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66 ep hosting services.

Providing hosting services to the

main website as well as academics

portfolios.

150+ VPS for Staff and Students
Projects
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Email,
DNS,

6 [MS, ~ mEm mm_
é_/ elp . Desk. . . Students & Staff MS. gmum"
entralized support service resolving

user issues, providing technical lel’ClI’y M5m u
assistance, and ensuring smooth LDAP/AD
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University wide enterprise grade
wireless service.

200+ APs.
85% coved including Hostels
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68 Video C onferencing.

oom
Teams
BigBlueButton.
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INTERNE T AND CLOUD SERVICES pEEs

Two links from LEARN

1.4 Gbps — Main link

300 Mbps — Backup link n
Interconnecting Five faculties, Administrative
divisions and Centers up to 40 Gbps Backbone.

Microsoft and Google. o EmE



AEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEERE
AEEEEEEEEEEEEEEEENEEEEEEEEEEEEEEEEE
“.ll.II.Il.ll.l..l.ll.ll.ll.ll.II““
[ | [
[ | |
[ | [ |
» g K » ~—~ "o —
_ _~_,_._u_
_v-/ . balj._
b— : : =
_ i
-— UK K
a4 #
x 4
g :._
_ %
m ‘m”w » '_
T
s
¢ »M”JM -—.~ »—
_ H
=i
TIM L
; »
E _ —
»
> » b—
— ! _._\_
V) O
2SS . i
Ly | = _ -—\-—Cm.-
a2 »
= —r— -—\w w—“_w —l..m
i ! . P
D = _~—y_~— .-—\-—\_yﬂ.- | —



NE TWUORK MUONITORING

Monitoring, Management, and Maintenance of an
organization's IT infrastructure.
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MONITORING

Performance Monitoring
Fault Monitoring

Security Monitoring
Configuration Management
Resource Utilization

Traffic Analysis

Alerting and Notification
User Activity Monitoring
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MANAGEMENT o

Patch Management
Backup Systems
Documentation Update
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MAIN TENANCE

Hardware Maintenance

Power Management
Three power sources
Solar, Generator and
National Grid.

Security Updates
User Training
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THANKS!

Team — ClTeS

University of Moratuwa
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