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Getting the Better of all Technology

Welcome To NCSU

NCSU Manages And Maintains The University Network And Servers.




Internet Bandwidth
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B Inbound Current 166.71M Average 22.21M Maximum 166.71M

B Inbound link/traffic congestion
Outbound Current 36.07M Average
A Subscribed LEARN bandwidth 2000M
A Recommended traffic level 75%(25% spare) for high performance 1500
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B Inbound Current 115.57M Average 547.36M Maximum 1.52G

B Inbound link/traffic congestion

Outbound Current 33.28M Average 100.52M Maximum 394.58M

A Subscribed LEARN bandwidth 2000M

A Recommended traffic level 75%(25% spare) for high performance 1500
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B Inbound Current 26.99M Average 414.82M Maximum 1.42G

B Inbound link/traffic congestion
Outbound Current 24.74M Average 103.96M Maximum 377.79M
A Subscribed LEARN bandwidth 2000M
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B Inbound Current 25.26M Average 407.64M Maximum 1.22G

B Inbound link/traffic congestion
Outbound Current 23.51M Average 115.80M Maximum 309.26M
A Subscribed LEARN bandwidth 2000M

A Recommended traffic level 75%(25% spare) for high performance 1500!1 A Recommended traffic level 75%(25% spare) for high performance 1500!1




System and Services

We provide

* Internet —
* Google email service
* Google applications
* Microsoft office 365
* PDN Email

* Moodle

* Web Sites

* Database

e Zoom

* vSession

* DNS

* |IP Phones

* Other Apps

Staff strength

Director

1 Network Engineer
2 Technical officers
1 Labourer

Seriously lack
the staff for
day-to-day

activities

—

* Network planning

* Network Maintenance

* Network upgrades

* Preparation of BoQs

* Assisting Online teaching and
Examination activities.

* Webcasting

* Providing technical inputs and
solutions to all IT related problems

* TECs

* Technical assistance for users
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Internal Zone and External Zone
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ol SmartZone 100

RUCKUS

|+ Monitor
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ita Network

Wireless Clients

= n System
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B4l 5.2 Firmware Zone

B 6.1 Firmware Zone

B Default Zone

Traffic Health

General

<

Show all

0 Support expires in 3 days > messages

370

Hostname

DESKTOP-PO0S...

DESKTOP-09IL...

LAPTOP-325D...

Nantha

LAPTOP-74QU...

Nokia-C32
Galaxy-Tab-A7

Adithya

Configuration

U Security

Model Name

Microsoft...

Microsoft ...

Microsoft ...

Microsoft...

Trendnet P...

Android

Android

Microsoft ...

Event

£ Services

More

IP Address

& Administration

MAC Address a

WLANSs

Historical Traffic ‘ Last 1 hour

Traffic

l ] All WLANs

Services

Administrators

APs

WLAN
Eng-Stu...
Eng-Stu...
Eng-Stu...
Eng-Stu...
Eng-Stu...
Dent_Wifi
Dent_Wifi

Eng-Stu...

AP Name

E_DO2_1stFLR...
E_EnglLibrary_...
E_EngLibrary_...
E_EnglLibrary_...
E_DO2_1IstFLR...
D_Hospital_Gr...
D_Hospital_1s...

E_EngLibrary_...

AP MAC

D8:38:FC:23:97:B0

FC:5C:45:16:54:00

FC:5C:45:17:B4:20

FC:5C:45:17:B4:20

D8:38:FC:23:97:B0

0C:F4:D5:23:FC:F0

0C:F4:D5:23:DD:FO

FC:5C:45:17:B4:20
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N/A

61dB
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35dB
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¢ B
vmware ESXi”

B B8 0

h + ©

«" nilgala....

©

T Navigator
v lj Host
Manage

Monitor

& Virtual Machines a4

Monitor

» (P ActionPlan_UOP

» (] Nakivo_transporter
More VMs...

E3 Storage

€2 Networking

" nilgala.pdn.ac.lk - Virtual Machines

¥ Create / Register VM |

Virtual machine a

®

v Status v | Used space

v

| (@ Refresh |

| |7 Recent tasks

Task

v Target

@ Normal  108.11 GB
& Normal  99.72 GB
& Normal  19.61 GB
& Normal 1433 GB
& Normal  41.98 GB
& Normal  43.79 GB
& Normal  6.23 GB
& Normal 50 GB
& Normal  3.57 GB
@ Normal 141 GB
& Normal 13.02 GB
& Normal  36.32 GB
& Normal  4.11 GB
@ Normal  2.33 GB
& Normal  1.02TB
g Nomnal__ 65,1168
v— Initiator

v Queued

v

( <Q Searc

Guest OS v Host name Host CPU v Host memory
CentOS 7 (64-bit) Unknown 12 MHz 2.52 GB
Ubuntu Linux (64-bit) Unknown 0 MHz 0MB
Ubuntu Linux (64-bit) Unknown 0 MHz 0 MB
Ubuntu Linux (64-bit) Unknown 0 MHz 0 MB
Ubuntu Linux (64-bit) Unknown 0 MHz 0 MB
Microsoft Windows Server...  Unknown 119 MHz 8.06 GB
Ubuntu Linux (64-bit) Unknown 0 MHz 0MB
Ubuntu Linux (64-bit) Unknown 0 MHz 0MB
Microsoft Windows Server...  Unknown 0 MHz 0MB
CentOS 8 (64-bit) Unknown 0 MHz 0oMB
Ubuntu Linux (64-bit) dentalpms 42 MHz 2.03 GB
FreeBSD Pre-11 versions (... ~ Unknown 0 MHz 0o MB
Ubuntu Linux (64-bit) eeu-website 44 MHz 4.03 GB
CoreOS Linux (64-bit) Unknown 0 MHz 0MB
CentOS 7 (64-bit) master-node 287 MHz 13.91 GB
CentOS 7 (64-bit) w-nodet 19 MHz 5.23GB

v— Started v Result a v Completed v
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@ Terminal Shell Edit View Window Help

[«N N ] sunethnamal — ssh namal@tmux.pdn.ac.lk -p 22454 — 124x36
0.0.0:1812->1812/udp, :::1812->1812/udp, 1813/udp

d5b729255c2a cturra/ntp:latest "/bin/sh /opt/startu..
0.0.0:123->123/udp, :::123->123/udp

00d1l5ed2eabb 8cfcbh66f4364 "/bin/prometheus --c..
90/tcp

fc6bdd931bc3 quay.io/prometheus/node-exporter:latest “/bin/node_exporter ..
00/tcp

22ac77db3c67 grafana/grafana:latest “frun, sh”
0.0.0:3000->3000/tcp, :::3000->3000/tcp

do078fddéee6cfd gcr.io/cadvisor/cadvisor:v0.45.0 "/usr/bin/cadvisor -..
80/tcp

b6ed56a33f06 wordpress:latest "docker-entrypoint.s..
/tcp

837fedebdaeb php:7-apache "docker-php-entrypoi..
/tcp

c7159%9ac079a7 osixia/phpldapadmin:latest "/container/tool/run"
/tcp, 443/tcp

2f682f4f0533 osixia/openldap:latest "/container/tool/run"
0.0.0:389->389/tcp, :::389->389/tcp, 0.0.0.0:636->636/tcp, :::636->636/tcp
3a52a3fblldd linuxserver/wireguard:latest S
0.0.0:51820->51820/udp, :::51820->51820/udp

6b48de21le8c scirad:latest "/docker-entrypoint...
13/udp, 0.0.0.0:1814->1812/udp, :::1814->1812/udp

bbbf3b59fcae php:7-apache "docker-php-entrypoi..
/tcp

adb9fd79964c adminer:latest "entrypoint.sh php -..
80/tcp

377b4d581cab mysql:latest "docker-entrypoint.s..
06/tcp, 33060/tcp

33936ae63d14 portainer/portainer-ce:latest "/portainer"

00/tcp, 0.0.0.0:8000->8000/tcp, :::8000->8000/tcp, 9443/tcp

25a6cd54f638 jc2l/nginx-proxy-manager:latest SLANTE

0.0.0:80-81->80-81/tcp, :::80-81->80-81/tcp,
Ob3f3a8a9%9a87 jc2l/mariadb-aria:latest
06/tcp

root@kinihira:/home/namal# I

L )::1a

0.0.0.0:443->443/tcp,
vi/seripts/run.sh

19,441

"

:::443->443/tcp
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EngRadius

months ago Up
ntp

months ago Up
prometheus

months ago Up

node_exporter

months ago Up
grafana
months ago Up
cadvisor
months ago Up
neweng

months ago Up
livehelperchat
months ago Up
phpldapadmin
months ago Up
ldap

months ago Up
vpn

months ago Up
SciRadius
months ago Up
helpdesk

months ago Up
adminer

months ago Up
mysql

months ago Up
portainer
months ago Up

nginx_proxy_manager-app-1
Up 34 hours

months ago

34

34

34

34

34

34

34

34

34

34

34

34

34

34

34

34

s 8§ @
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hours

hours

hours

hours

hours

hours

hours

hours

hours

hours

hours

hours

hours
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nginx_proxy_manager-db-1

= Q 3

(healthy)

(healthy)
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Webs and Moodle

[root@nawagala /iocage/jails/websvrl/root/usr/local/www]# 1ls -1
total 1513
-PW-r--r--
drwxr-xr-x
druxr-xr-x
druxr-xr-x
drwxr-xr-x
drwxr-xr-x
drwxr-xr-x
druxr-x---
drwxr-xr-x
drwxr-xr-x
drwxr-xr-x
druXruxrux
druxr-xr-x
druxruxr-x
drwxr-xr-x
drwxr-xr-x
drwxr-xr-x
drwxruxr-x
drwxr-xr-x
drwxr-xr-x
druxr-xr-x
drwxr-xr-x
drwxr-xr-x
drwxr-xr-x
drwxr-xr-x
drwxr-xr-x

root@yahangala:/iocage/jails/moodlel/root/usr/local/www # 1s -1
total 76551
druxruxrux W wheel
drwxrwxr-x agriweb WWwW
drwxruxr-x root wheel
XPWXr-X ahsweb WWw
root 1274 Jun 12 2022 GOREADME WX -Xr-X root wheel
webmaster 3 Jun 14 2023 WX -Xr-X root wheel
actionplan root wheel
root Fog f
arcswebo Wl
root + 8
R root wnee}
webmaster root wheel
tharindu cdceweb WwWw
webmaster cesbiomeuser wheel
AR S
LOO% o WWW wheel
cdceweb W ey
cdceweb Wb entweb “P“ .
root wheel
root wheel

cdceweb wheel
feelsuser feelsuser

webmaster webmaster
webmaster wheel

inroweb inroweb
medweb Wl

webmaster wheel
root wheel

webmaster wheel

webmaster

root Jun

root Jun WX -Xr-X root wheel

engweb Nov XTI - X -X root wheel

S ST

foeds e s oy WXT - X=X root wheel

root wheel Dec o d ’ ’ 1

feelsweb Wl Jan AR s P bk Lo

root wheel Jun 9 W-r--r-- root wheel

webmast whe Jun 15 3 j-r--r-- root wheel

druxr-xr-x webmast whee Jul 16:5¢€ N-T--P-- 1 root wheel

SE I A < | REE

drwxr-xr-x root whee Jun IXI - XTI -X ncsuweb wheel

drwxr-xr-x webmaster whee Jun % % TS : Z

ot o i g AR May WX -Xr-X root wheel

druxr-xr-x 95 engweb Sep :85 X -Xr-X W wheel

druxruxr-x pgimsweb Mar 1 ) WX TWX WX 6 root wheel Jun 2022

drwxr-xr-x 1@ rgmsweb Dec X=X -X 16 pdnweb wheel Oct 10:14

el % SR Oct .03 3 P

druixr-xr-x sciweb TS : X UWXTWX root namal )ct 14:40

druxr-xr-x webmaster Nov 1 3 = pa i o - 3 =

e e Jun WX -Xr-X studweb WwWw Nov 10:56
Aug 1 11:53 WXPWXPWX root wheel 15 May 9 2023
Feb J-r--r-- 1 root wheel Nov 07:46
Nov 6 XTI - X=X vetweb wheel ) Nov 12:57
Jun 26 WX - X -X root wheel 14 Aug 1 2020

drwxruxr-x 6 webmaster
drwxr-xr-x sricat W
Nov T
Tiin XPwWXrwx WWwW wheel Jan 2020

)ct 09:43
May 2023
Jun 2022
Nov 13:00
Jun 2022
May 2022
)ct 31 2022
Dec 1 12:25
Jan 1 2023
Jun 2022
Dec 2022
Aug 2022
May 9 2023
Dec 12:28
Jun 2022
Aug 2022
Nov 10:21
Nov 16:01
Sep 10:54
Oct 2016
Oct 2022
Nov 2022
Jun 2022
Sep 10:54
Jan 2023
Nov 2019
Nov 2019
)ct 23 08:54
Sep 2022
May 9 2023
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Oct 13:02 B
Jun 6 2022 & i

Jun 15 2020 A b=
Jun 2023 WX -Xr-xX
Jun 14:39 WXPWXr-X
Jan 2022 XWX -X
Jun 2023 JXI - XP-X
Aug 2022
Nov 2020
Mar 2021
Jun 2022 WXPr-Xr-xX
Aug 18 ©9:34 WX -Xr-X
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Back up Scripting/cron jobs

#!/bin/sh

DATADIR=/1iocage/jails/websvrl/root/webdata/moodle
DBDIRMYDB8P=/iocage/jails/mydb8p/root/data/backups/mysql/
DBDIRMYSQL57=/1iocage/jails/mysql57/root/data/backups/mysql/
WEBBACKUPDIR=root@yahangala:/backup/nawagala/www/
DATABACKUPDIR=root@yahangala:/backup/nawagala/moodledata
BACKUPMYDB8P=root@yahangala:/backup/nawagala/database/mydb8p/
BACKUPMYSQL57=root@yahangala:/backup/nawagala/database/mysql57/

LOGDIR=/var/log/backup
MYGZIP=/usr/bin/gzip
MYFIND=/usr/bin/find

“date '+%Y%m%d-%H:%M:%S' >> $LOGDIR/run.log

#backup all SITES

#echo "Webdata backup started at " “date '+%Y%m%d-%H:%M:%S' " >> $LOGDIR/site.log

#rsync -aPv /iocage/jails/websvrl/root/usr/local/www/ $WEBBACKUPDIR --delete >> $LOGDIR/site.log 2>&1
#echo "Webdata backup completed at " “date '+%Y%m%d-%H:%M:%S' >> $LOGDIR/run.log

i=0;for file in $DATADIR/*; do

i=$((i+1))

echo "$(basename "$file")"

echo "$i. Backup working on $(basename "$file")" ‘“date '+%Y%m%d-%H:%M:%S' >> $LOGDIR/run.log

rsync -aPv $DATADIR/$(basename "$file")/ $DATABACKUPDIR/$ (basename "$file")/ --delete >> $LOGDIR/$(basename "$file"
).log

echo "$i. Backup completed for $(basename "$file") on " ‘date "+%Y%m%d-%H:%M:%S"'*>> $LOGDIR/run.log

set -- $file
done

#backup all moodle DATABASES
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Challenges and requirements
Problems

* Outdated network infrastructure
* Insufficient data storage
*Buildings, hostels and areas without/insufficient network coverage

* No sufficient infrastructure and human resources for management,
maintenance and upgrades of university network and services

* Running at a brink of failure (No backups for Moodles or emails)
® Power issues

Needs

* Network expansion and upgrades
* More cadre
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