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NOC SERVICES



DNS

 Master DNS Server
« sapumal.wyb.ac.lk
« Hosted at Kuliyapitiya premises

« Slave DNS Server
* biso.wyb.ac.lk
« Hosted at Makandura premises



EMAIL

« Google Workspace
« For Staff

 Microsoft Outlook
* For Staff
* For Students



LMS

« One LMS for each faculty

https://elga.wyb.ac.lk

https://elgm.wyb.ac.lk

« Configuration:

Moodle 3.10
NGINX
MariaDB

Memcached (Two instances per
each LMS)

or Re-scrutinizing of Marks & Grades (Aca

@-Learni

Wayamba Universi

demic Year 2020/2021) »
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WEB SITES, MIS, AND OTHER

« hitps://fapm.wyb.ac.lk
« hitps://flin.wyb.ac.lk
« hitps://ictm.wyb.ac.lk

o hitps://aeb.wyb.ac.lk

« https.//agress.wyb.ac.lk
« hitps://bitsoc.wyb.ac.lk
« hitps://pedmis.wyb.ac.lk

e hitps://eport-flin.wyb.ac.lk

o hitps://ams.mkd.wyb.ac.lk
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 Open LDAP
« /OOM
« eduGAIN
o LMS
* Proxmox
e efc...

* Microsoft AD
« Computer Labs

DAP / A




System Dashboard Dashboard

L System

System Resources % Processes Status
Dashboard ; .
CPU RAM SWAP } Fd | Telephony Service RUNNING
)
3 1 3 o l ﬁ Instant Messaging Service NOT RUNNING
’ [l | Fax Service RUNNING
} £% | Emall Service NOT RUNNING
l ' Database Service RUNNING
CPU Info: Common KVM processor
Uptime: 141 day(s) 1 hour(s) 20 minute(s) ‘ b Web Server RUNNING
CPU Speed: 2,665.91 MHz 7
Memory usage: RAM: 3,789.19 Mb SWAP: 8,080.00 Mb } (g |Eiastix Call Center Service NOT INSTALLED
4 Performance Graphic
500
@ 6% Used [ 94% Available S =z;$-::a"5e (%)
&) Agenda = 9
Hard Disk Capacity: 49.98GB 400
Mount Point: /
& Email Manufacturer: N/A 75
300
B Fax

£, PBX

Click below to fetch directory report. WARNING: this operation m
» M long time AND impact system performance.

M Reports | Fetch directory report |

04:00 05:00 06:00 07:00 08:00 0900 2WVL wo..

= Extras

Q

& Addons nication Y



Configurations
pfSense-TCP4-1...
pfSense-TCP4-1...
WUSL_VPN

?

Copy Diagnosti;__)ﬂfé to

Log

Settings




LICENSING

Microsoft Windows Server

Microsoft Windows (Desktop)
Microsoft Office

Endpoint Security

etc...
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MONITORING



‘Number of items (enabled/disabled/not 11006 10363/ 31/

supported) 0 8
Number of triggers (enabled/disabled 5231  5201/30(257/ Disaster Average Warming
[problem/ok]) 4944)

Niuimhar af rieare IAanlina) k} 1

Problems

CCTV - ICTC Staff Room 1h 19m 21s class: device component: stream scope: notice

Switch 2 - | ! ﬁ B B | X _ 3h 20m 2s n class: network component: network description

20:00

19:00

o J R | R
Floor

Switch 2 - ICTC New Lab 5 3h 27m 2s

Switch 2 - ICTC New Lab 3h 29m 25 Mo

Switch - FAPM Phase 3 Ground
Floor

class: network component: network description

FAPM Downlink
350 Mbps

300 Mbps

250 Mbps

200 Mbps

150 Mbps

100 Mbps

20 Mbps

lass: network ‘Componentnebion desciplonl







B w"Zabbix server

Zabbix server

Values processed per second

BBIX

42

N

Utilization of data collectors Utilization of internal processes
100 % 100 %

80 % 80 %

60 % 60 %

40 % 40 %

20 % 20 %

o A A S\ A o A AL A A A A D A A AL
12-13 21:17 12-13 21:32 12-13 21:48 12-13 2208

e ————_
—

Value cache effectiveness ~
800 vps
700 vps
600 vps
‘
500 vps ' l l

T, T, T



7%

6%

5%
12-14 08:02 12-14 08:11 12-14 08:21 12-14 08:30 12-14 08:39 12-14 08:49
Core Switch: #1000: CPU utilization

Graph

250 Mbps

200 Mbps
~ IAB
100 Mbps
50 Mbps

0 bps : L N
12-14 08:01 12-14 08:11 12-14 08:21 12-14 08:31 12-14 08:41 12-14 08:51

# Core Switch: Interface Po1(Uplin... Core Switch: Interface Po1(Uplin... Core Switch: Interface Po1(Uplin...
= Core Switch: Interface Po1(Uplin... == Core Switch: Interface Po1(Uplin... = Core Switch: Interface Po1(Uplin...

emory Utilization
36.938 %

36.936 %

36.934 %

36.932 %

36.930 %

36.928 %
12-14 08:01 12-14 08:11 12-14 08:21

Core Switch: Processor: Memory utilization

CPU Temperature
33.5AC

33.0AC

325AC

32.0AC

31.5AC

31.0AC

305AC

12-14 08:31

12-14 08:41

12-14 08:51



emory Utilisation

B8R

14% 109 %

12%

1.0 % ek

0.8 %

10.7 %
0.6 %
04 % 10.6 %
12-13 21:05 12-13 21:15 12-13 21:24 12-13 21:34 12-13 21:43 12-13 21:52 12-13 21:06 12-13 21:15 12-13 21:25 12-13 21:35 12-13 21:44 12-13 21:54
elLG - FLFN: CPU utilization eLG - FLFN: Memory utilization
eLG FLFN Disk Space Utilisation (/home) eLG FLFN Disk Space Utilisation (/) eLG FLFN Disk Space Utilisation (/boot)
M Value: 2.34 TB (100%) I Value: 69.97 GB (100%) Value: 1014 MB (100%)
Value: 304.97 GB (12.73%) Value: 25 GB (35.73%) Value: 347.5 MB (34.27%)

BBIX

M /home: Total space  [last] /- Total space  [last]
B /home: Used space  [last] /- Used space [last]

eLG FLFN Network Traffic

6 Mbps "

10 0.012%

4 Mbps



Z Zabbix Bot

Problem: Unavailable by ICMP ping

On Switch - Bisobandara

act thrao attamnte ratiirnanrt timaniuit Diaaen « rle avira cnnngg tIvVITY

ZABBIX (WEBHOOKS

Juveiily

Operational data Down (0)

Event tags class:network, compohe
corm;cmru;ne’
targeuCiscadl



Gateways Q00
Name RTT RTTsd Loss Status
@ wanew & 9.5ms  9.0ms “
©® WAN2GW 124ms  8.6ms m
©® LANGW 1.0ms 1.2ms m
System Information OO
Name pfSense.mkd.wyb.ac.lk
User
System pfSer
Serial
Netg:
BIOS
F"_,. L Version.

-

Release Date: Fri Jul 17 2020

Intel(R) Xeon(R) Silver 4214 CPU @ 2.20GHz

24CPUs: 1 p.eho.(o)xlz‘ ore(s

Interfaces
i 1000baseT <full-duplex>
i LAGG Ports: ixI0

(ACTIVE,COLLECTING,DISTRIBUTING),

ixl1
(ACTIVE,COLLECTING,DISTRIBUTING)

;’-; LAGG Ports: bge0

(ACTIVE,COLLECTING,DISTRIBUTING),

bge1
(ACTIVE,COLLECTING,DISTRIBUTING)

in 1000baseT <full-duplex>

iterface Statistics

WAN1 LAN DMZ

ckets 186489650297 99615338252 8924072645 2829651

Packets 104102373646 187242426904 3848320051

BytesIn 205.97TiB 2420 TiB

31.23TiB

Calliciane N n n

—

10.89 TiB

Diagnostics Help ~

OO Traffic Graphs
WAN1
26:54 27:30
LAN
Q00
WAN2

2058044

Q00

wan (in) wan (out)
20M
10M
0.0
-10M

28:20 20:01

lan (in) lan (out)
10M

0.0

2.0M



Garbage Collect Datastore 'pbsi-backups’ successful

PBS1-Alert

Datastore:
Task 10:
Index file count:

B000SDF : 000005A8: 000013(4:6574614C: garbage_co

Leftover bad chunks: @
98B (ino

Pending removals:

Original
on

Deduplication Factor:

Garbage co

Data usage:

chunks)

(2.94%)

34.05

lection successful.

Please visit the web interface for further details:

ection:pbs1\x2dbackups: rootep|

vzdump backup status (n2c1.mkd.wyb.ac.lk) : backup successful

DMZ-Cluster-Alert

|STATUS | TIME | FILENAME

VMID | NAME

13719:30:012

oK 0 22 117 et/ 3-12-13T19:30:182

13T19:32

G-FAPM-CACHE |C 13719:34:132

244TB |vi119/2023-12-13T19:34:182

00:04:43

FAPM

00:09:00 |2.60T8

10
n2c1

INFO: *local-lvm: va-103-disk

00:01 INFO: backup mode
00:01 INFO: ionice priority:

00:01 INFO: creating Proxmox Backy e,
00:01 INFO: issu

o0
o0

Verify Datastore ‘pbs1-backups’ successful

PBS1-Alert

oome -

Job ID: v-9ledfbca-29ab
Datastore: pbsl-backups

Verification successful.

Please visit the web interface for further details:

mailnotification always —notes

1 &

template

{{guestnane}}
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SECURITY



NETWORK SECURITY

s\l

« Guest VLAN

« ACLs on Core Switch

« Port Security on Switches
« MAC Filtering



SYSTEMS SECURITY

« Enforced password policy

« Multi-factor Authentication on SSO

« Multi-factor Authentication on Hypervisor Clusters
 NGINX Rules

« Application Security Testing



BACKUPS
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AVAILABILITY

Dedicated diesel generator for server room

UPS backups
Two seperated UPS lines powering up each of the servers

Reduntant power supplies for each and every server
» Clones of VMs for critical services



CHALLENGES AND REQUIREMENTS
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CHALLENGES

Budget Restrictions

Recruitment Restrions
Central point of failures

Lightening

Reluctance of users in adopting new technologies

Implementing back channel logout in some services



ONGOING AND FUTURE
IMPLEMENTATIONS

* Implement IPvé

* Implement dynamic VLAN assignment in eduroam

* Implement redundant internal and external firewall solution
* Implement redundant core network

* Increase network bandwidth of the core network

* Implement CEPH cluster for Proxmox

* Implement Galera MariaDB Cluster

« Implement Kubernetes Cluster



DISCUSSION



THANK YOU!



