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WAYAMBA UNIVERSITY OF SRI 

LANKA

• Kuliyapitiya Premises

• Faculty of Applied Sciences

• Faculty of Business Studies and Finance

• Faculty of Technology

• Makandura Premises

• Faculty of Agriculture and Plantation Management

• Faculty of Livestock, Fisheries and Nutrition

• Labuyaya Premises

• Faculty of Medicine



ICT CENTRE – MAKANDURA PREMISES



ICT CENTRE STAFF

• Director – Prof. WJSK Weerakkody

• Senior Lecturer – Dr. HACK Jayathilaka

• Senior Lecturer – Dr. (Mrs.) Kanchana Weerasinghe

• Lecturer (Temporary) – Mr. Nuwan Rajarathna

• Assistant Network Manager – Mr. EMDS Ekanayake

• Systems Engineer – Vacant

• Instructor – Mr. SMCPB Herath

• Instructor – Mr. GWDD Fonseka

• Instructor (Temporary) – Mrs. Tharukee

• Technical Officer – Mr. HMSKYB Herath
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ICT CENTRE STAFF

• Assistant Network Manager – Mr. EMDS Ekanayake

• Systems Engineer - Vacant

• Instructor – Mr. SMCPB Herath

• Instructor – Mr. GWDD Fonseka

• Instructor (Temporary) – Mrs. Tharukee

• Technical Officer – Mr. HMSKYB Herath

• Technical Officer – Mr. Tharanga Alagiyawanna

• Management Assistant – Mr. Anuruddha Dharmapriya

• Lab Attendant – Mr. Harsha Perera

• Labourer – Mr. Gamini Wijerathne



CAMPUS NETWORK



NETWORK DIAGRAM



NOC SERVICES



DNS

• Master DNS Server

• sapumal.wyb.ac.lk

• Hosted at Kuliyapitiya premises

• Slave DNS Server

• biso.wyb.ac.lk

• Hosted at Makandura premises



EMAIL

• Google Workspace

• For Staff

• Microsoft Outlook

• For Staff

• For Students



LMS
• One LMS for each faculty

• https://elga.wyb.ac.lk

• https://elgm.wyb.ac.lk

• Configuration:

• Moodle 3.10

• NGINX

• MariaDB

• Memcached (Two instances per 
each LMS)

https://elga.wyb.ac.lk/
https://elgm.wyb.ac.lk/


WEB SITES, MIS, AND OTHER

• https://fapm.wyb.ac.lk

• https://flfn.wyb.ac.lk

• https://ictm.wyb.ac.lk

• https://aeb.wyb.ac.lk

• https://agress.wyb.ac.lk

• https://bitsoc.wyb.ac.lk

• https://pedmis.wyb.ac.lk

• https://eport-flfn.wyb.ac.lk

• https://ams.mkd.wyb.ac.lk
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IDP



LDAP / AD

• Open LDAP

• Zoom

• eduGAIN

• LMS

• Proxmox

• etc…

• Microsoft AD

• Computer Labs



VOIP



VPN



LICENSING

• Microsoft Windows Server

• Microsoft Windows (Desktop)

• Microsoft Office

• Endpoint Security

• etc…



MONITORING



ZABBIX



ZABBIX



ZABBIX



ZABBIX



ZABBIX



ZABBIX (WEBHOOKS)



PFSENSE



PROXMOX



SECURITY



NETWORK SECURITY

• Firewall

• Guest VLAN

• ACLs on Core Switch

• Port Security on Switches

• MAC Filtering



SYSTEMS SECURITY

• Enforced password policy

• Multi-factor Authentication on SSO

• Multi-factor Authentication on Hypervisor Clusters

• NGINX Rules

• Application Security Testing



BACKUPS



AVAILABILITY

• Dedicated diesel generator for server room

• UPS backups

• Two seperated UPS lines powering up each of the servers

• Reduntant power supplies for each and every server

• Clones of VMs for critical services



CHALLENGES AND REQUIREMENTS



CHALLENGES

• Budget Restrictions

• Recruitment Restrions

• Central point of failures

• Lightening

• Reluctance of users in adopting new technologies

• Implementing back channel logout in some services



ONGOING AND FUTURE 

IMPLEMENTATIONS

• Implement IPv6

• Implement dynamic VLAN assignment in eduroam

• Implement redundant internal and external firewall solution

• Implement redundant core network

• Increase network bandwidth of the core network

• Implement CEPH cluster for Proxmox

• Implement Galera MariaDB Cluster

• Implement Kubernetes Cluster



DISCUSSION



THANK YOU!


