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Introduction

LEARN

•Privacy concerns today

•Analyzing traffic usually is done by examining packets –
Deep packet inspection or by UTM devices

•Looking at “calling information” can reveal much:
• Source IP address and port
• Destination IP address and port
• Protocol, Timestamps
• Number of packets, Bytes

•Can be used as an IDS

•Can be use as policy enforcement



National Research and Education Network of Sri Lanka

How to do it
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•This can be monitored using NETflows…

•Developed by Cisco
•It can characterize traffic

•Account for how and where it flows

•Help optimize network investment
•Traffic engineering/network planning

•Provide usage-based billing 



National Research and Education Network of Sri Lanka

Netflow Basics
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•Netflow characteristics must:
• Be scalable
• Be manageable
• Be reliable
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Example
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•Lets consider a Computer A Web browses to Computer B 
this will generate 2 flows:
•Request Flow:

• A: (TCP) 10.2.3.4:3863  -> 10.3.2.1: 80

•Reply Flow:

• B: (TCP) 10.3.2.1:80    -> 10.2.3.4:3863
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Exercise: Identify Flows
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•Which of these six packets are in the same (bidirectional) 
flows?

No SRC IP DST IP Proto SRC Port DST Port
1 10.10.10.1 10.10.10.2 6 3546 80
2 10.10.10.2 10.10.10.1 6 80 3546
3 192.168.2.5 172.16.1.6 6 6726 443
4 192.168.2.5 172.16.1.6 6 6727 443
5 172.16.110.3 172.16.0.1 17 4553 53
6 172.16.0.1 172.16.110.3 17 53 4553
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NetFlow Typical Record
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• Source and destination IP 
address 

• Source and destination 
ports

• Transport protocol: 
TCP,UDP, ICMP, etc.

• Type of service (ToS) 
• Packet and byte counts 
• Start and end timestamps 
• Input and output interface 

numbers 

• TCP flags 
• Routing information (next-

hop address, source 
autonomous system (AS) 
number, destination AS 
number, source prefix 
mask, destination prefix 
mask) 
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NetFlow Typical Record

LEARN

•Flow path (source Cisco.com)
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NetFlow Data Cache
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•Available on Cisco routers/switches

•Available on Juniper/Huwai routers
•Cached on devices

•Netflow like sflow for HP devices

•WARNING! Not all devices are NetFlow-enabled!
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NetFlow Data Cache

LEARN

#show ip cache flow

IP packet size distribution (78630M total packets):

1-32   64   96  128  160  192  224  256  288  320  352  384  416  448  480

.002 .448 .062 .027 .013 .011 .008 .011 .003 .003 .002 .006 .005 .003 .002

512  544  576 1024 1536 2048 2560 3072 3584 4096 4608

.002 .003 .015 .033 .331 .000 .000 .000 .000 .000 .000

IP Flow Switching Cache, 6553988 bytes

32929 active, 32607 inactive, 524367786 added

4111490554 ager polls, 0 flow alloc failures

Active flows timeout in 30 minutes

Inactive flows timeout in 15 seconds

IP Sub Flow Cache, 794824 bytes

32895 active, 16257 Inactive, 519171584 added, 519168554 added to flow

0 alloc failures, 12911870 force free

3 chunks, 1155 chunks added

last clearing of statistics never

--More—
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NetFlow Data Cache

LEARN

Protocol Total Flows Packets Bytes Packets Active(Sec) Idle(Sec)

-------- Flows /Sec /Flow /Pkt /Sec /Flow /Flow

TCP-Telnet 3833510      0.8        10   179      9.2       9.0      26.8

TCP-FTP       12511306      2.9         6   132     19.7       6.3      16.5

TCP-FTPD       1194796      0.2       544   866    151.5      86.7      21.2

TCP-WWW      944754736    219.9        13   627   2871.0       3.2      23.7

TCP-SMTP      53320030     12.4        14   399    185.8       6.6      19.2

TCP-X           913841      0.2        41   631      8.9      19.2      24.5

TCP-BGP           1867      0.0         1    49      0.0       0.5      20.5

TCP-NNTP       1086658      0.2       252   874     63.8      15.2      26.8

TCP-Frag 228697      0.0         9   131      0.5       6.5      25.3

TCP-other 2264274585    527.1        23   568  12466.6      12.9      24.4

UDP-DNS      231113128     53.8         2    79    114.7       3.6      26.0

--More—
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NetFlow Limitations of Cache
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•Difficult to read 

•Only shows recent activity
•No automation on devices for analysis

•No accounting of flows (besides overall totals)
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NetFlow Export of Data
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•Greatly enhances NetFlow and turns the technology into 
a analysis tool!
•Data sent to external collector(s)

•Analyzed by one or more systems

•Archived for other concerns
•Efficient: Uses multiple records per UDP packet
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NetFlow Export: Establish Policies!
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•Ensure policies are in place before deploying covering:
• Retention of network usage statistics
• Establish a retention policy.
• Privacy protection of the data, who is authorized, no offloading 

without sanitizing personal data (the host portion)
•While the contents of the packet are not recorded, 
the calling information can still be a concern.
•However, with virtual servers, it is impossible to 
know the true destination 
•Mostly it can only be used as verification that 
something occurred. 
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Netflow Export Versions

LEARN

•Multiple netflow export options (v5,v9,v10)

•Each version defines their own “common properties” and export packet 
format

•Most common is v5, does not support IPv6 traffic, MAC addresses, 
VLANs or other extension fields.

•v9 used as basis for the standard IPFIX (IP flow information export), 
described in RFC 3954 known also as flexible NetFlow. It supports IPv6 
as well as the fields missing in NetFlow v5.

•v10 IPFIX, standardized by IETF, extended version of NetFlow v9 that 
supports variable length fields (e.g. HTTP hostname or HTTP URL) as 
well as Enterprise-defined fields.

•sFlow: Sampling based, commonly found on HP switches and routers 

•jFlow: Juniper
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Deploying Netflow
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Overview – Typical Deployment

Basic steps to Deploy Netflow
• Determine which routers/interfaces to enable netflow

• Configure Routers

• Setup netflow collectors
• Choose and configure an application
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Overview - Typical Deployment
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End user
Export flow data

Netflow Collector & 

Application Server 

Internal Network

Internet

Border 
router



National Research and Education Network of Sri Lanka

Determine which routers/interfaces to enable netflow
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Enable netflow on 
selected interfaces 
to capture all 
inbound/outbound 
traffic
Neflow only enabled 
inbound on an 
interface

Avoid double 
counting!! LAN

Internet

B C

A

= Netflow enabled 
interface

= inbound traffic

= outbound traffic
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Collector Hardware
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Minimum for us:

• CPU i5 or better
• RAM 4GB or better

• HDD 500GB or better 
(more space – more retention time)

• Network 1Gbps
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Looking at collected flow data: nfcapd/nfdump
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Free and open source – Runs on collector

nfcapd listens for incoming flow records and writes them 
to disk (flat files)- typically starts a new file every 5 
minutes

nfdump reads the files and turns them into human-
readable output

nfdump has command line options to filter and 
aggregate the flows
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Looking at collected flow data: nfcapd/nfdump

LEARN
Source: NSRC
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Looking at collected flow data: nfsen
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Companion to NfDump tools

NfDump tools collect netflow data and store them in files
Processing netflow data with NfDump tools can only be 
done on the command line

NfSen is a graphical (Web Based) front end to NfDump
Creates RRD graphs based on stored data

Plugins extend the functionality of base (e.g. PortTracker
and SURFmap)
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Looking at collected flow data: nfsen
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NfSen allows you to:

• Easily navigate through the netflow data
• Process the netflow data within the specified time span

• Create history as well as continuous profiles

• Set alerts, based on various conditions
• Write your own plugins to process netflow data on a 

regular interval
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Looking at collected flow data: nfsen

LEARN
Source: NSRC

nfcapd

nfsen
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NFSEN structure
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Configuration file - nfsen.conf

NfDump files - Netflow files containing collected flows 
stored in the directory:

/var/nfsen/profiles-data

Note: It is possible for other programs to read NFDump
files but don’t store them for too long as they can fill up 
your drive 
Actual graphs stored in the directory:

/var/nfsen/profiles-stat
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NFSEN Home page

LEARN
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Graphs page
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Graphs of flows, packets and traffic based on interface with NetFlow activated

What is seen under Traffic should closely match what your NMS shows for the 
same interface
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Details page

LEARN

Most interesting page

Can view present flow information or stored flow 
information

Can view detailed NetFlow information such as 

• Src hosts/ports, destination hosts and ports
• Unidirectional or Bi-directional flows

• Flows on specific interfaces
• Protocols and TOS
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Example measurements

LEARN
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Flow Analysis

LEARN

Lanka Education and Research Network
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Know Thy Network!
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•NetFlow records the communication between systems

•Quickly tells you what is happening on your network at a 
high level

•Can be used to spot anomalies 

•Simple IDS capabilities
•Locate all stations doing the same thing on the network

•Policy enforcement
•Who is using various services

•Impact on closing down ports

•Location of servers
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Planning/Policies Make for Success
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•Establish policies as to what traffic is allowed
•Establish specific pathways or gateways for 
traffic like SMTP, Proxy - HTTP, etc.
•Any traffic not flowing through these 
gateways are your indicator for problems
•Segregate servers and workstations with 
subnets.
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Flow Size Can Tell a Story
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•Always keep an eye on the NetFlow sizes

•Works best after a baseline of a few days or weeks of 
observation.

•General fluctuations are normal traffic patterns, but a 
sudden surge indicates something new is going on.
•Sudden drops could indicate network problems.
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Analysis: Finding the Needles
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•Which Port, Source, Destination?

•Which County? 
•Which Source? 

•Which Destination?

•How many flows/bytes?
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Recent Example
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•Unusual upload detected from one of the vpls links, we 
were interested finding what’s going on as it resulted in 
having losses in video conference calls among institutes.
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Recent Example cont…

LEARN
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Recent Example cont…
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•Finally, look deep into the selected source.

•Why port ZERO?

•What are the next steps?
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Filters
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A filter is a collection of expressions
• expr1, expr2 and expr3, expr4 or expr5, not expr6, ( expr7 ), not ( expr8 )

Each expression can specify things like
IP version: 
• inet, ipv4, inet6, ipv6

ProtocoI: 
• {proto} tcp, udp, icmp, gre, ...

IP Address: 
• [src|dst] ip 10.10.10.1

• [src|dst] ip in <addr1> <addr2> <addr3>
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Filters cont…
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IP Network: 
• [src|dst] net 172.16/16

Port: 
• [src|dst] port 80

• [src|dst] port > 1024

TCP Flags:
• flags S

• flags S and not flags AFPRU

TOS: 
• tos 8



National Research and Education Network of Sri Lanka

Filters cont…
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Bytes: 
• bytes > 1024

• bytes = 64

Packets per second: 
• pps > 10

Bits per second: 
• bps > 10m

Bits per packet: 
• bpp > 15

Duration of flow: 
• duration > 36000000

AS Number: 
• [src|dst] 23456

All numbers can have scaling 
factors:

k, m, g, t  with 1024 as factor
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Filters Examples
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any all traffic

proto tcp only TCP traffic

dst ip 1.2.3.4 only traffic to 1.2.3.4

dst ip 2401:dd00:1::161 only traffic to 2401:dd00:1::161

dst net 10.10.1.0/24 only traffic to that range

not dst net 10.10.1.0/24 only traffic not to that range

proto tcp and src port 80 only TCP with source port 80

dst net 10.10.1.0/24 or dst net 10.10.2.0/24 only traffic to those nets

dst net 10.10.1.0/24 and proto tcp and src port 80 only HTTP response traffic 
to that net

(dst net 10.10.1.0/24 or dst net 10.10.2.0/24) and proto tcp and src port 80
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Find a Worm using NetFlow
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Can use different protocols

High flow count 
Low packet count – 3 packets or less per flow

Downside: If the stations generate other traffic, it can 
obscure the worm activity
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Email Virus Detection
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•Systems infected with Email viruses can be detected via 
NetFlow due to:

• Multiple mail messages per host in the same flow file 
(over 15 messages in 5 min)

• Mail going directly to the border instead of authorized 
servers (requires policies).

• Policy enforcement example!
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IFRAME Exploit
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•System suddenly generated a virus warning after visiting 
a well known, trusted website.
•System scan removed the known virus and downloader, 
but an undetectable trojan was downloaded during the 
event.
•Trojan NOT detectable after virus definition update and 
full system scan.
•System now displays ads and runs very slow

•Analysis of system required. Noted traffic involving 
LEARN-LAB IP address.
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IFRAME Exploit: Examining traffic
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srcIP dstIP proto              srcPort dstPort packets

10.10.10.23 192.248.6.45       6     3585     80 23 

192.248.6.45 10.10.10.23 6    3585    80        34

10.10.10.23 192.248.6.41       6     3586    80         313 

192.248.6.41 10.10.10.23 6   80       3586       590 

10.10.10.23 192.248.6.53       6    3587    80        7

192.248.6.53 10.10.10.23 6    80       3587    6

We know the approximate time of the event.

Search on the network portion of the IP address in question.

Three systems on suspected network are involved in the exploit. 

Banned IP range to contain problem.

Now we can search an entire day’s logs to find the number of infected systems.
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Other Types of Detection
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•Spyware

•Verify claims on traffic from your network
• DMCA reports
• Attacks reports
• Scanning reports
• Email – spoofed or real

•Can aid with determining access controls and Firewall 
rules
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Reference
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•Cisco: http://www.cisco.com

•Selection of links for various NetFlow tools:
http://www.switch.ch/tf-tant/floma/software.html

•Well known IP ports: http://www.iana.org/assignments/port-numbers

•Network tutorials from http://NSRC.org/workshop

•APAN meeting slides (https://apan.net/meetings/)

•Network analysis by Karl F. Lutzen ,Information Security Officer 
kfl@mst.edu

•NCAR-SCD netflow training

•http://en.wikipedia.org/wiki/Netflow
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Reference
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•http://nfdump.sourceforge.net/

•http://nfsen.sourceforge.net/

•http://nfsen-plugins.sourceforge.net/

•http://indico.wacren.com

•https://nfsen.kln.ac.lk

•IETF standards

•Cisco Centric Open Source Community 
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Questions

Thank You
Thilina Pathirana

Email: thilina@learn.ac.lk

Lanka Education and Research Network
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