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Security Assertion Markup Language (SAML) is an open standard that allows 
identity providers (IdP) to pass authorization credentials to service providers 
(SP). 

That is you can use one set of credentials to log into many different websites. 
It’s much simpler to manage one login per user than it is to manage separate 
logins to email, moodle, library systems, world-wide labs etc. 

SAML transactions use Extensible Markup Language (XML) for standardized 
communications between the identity provider and service providers. SAML is 
the link between the authentication of a user’s identity and the authorization 
to use a service. 
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SAML works by passing information about users, logins, and attributes 
between the identity provider and service providers. 

Each user logs in once to Single Sign On with the identify provider, and then 
the identify provider can pass SAML attributes to the service provider when 
the user attempts to access those services. 

The service provider requests the authorization and authentication from the 
identify provider. 

Since both of those systems speak the same language – SAML – the user 
only needs to log in once. 

Each identity provider and service provider need to agree upon the 
configuration for SAML. Both ends need to have the exact configuration for 
the SAML authentication to work. 
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